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ÁWeb Application Security Researcher since 
2006 
ÁFinding vulnerabilities in my spare time: 

ÁIIS Semi-Colon Problem, IIS ShortFile Scanner, ... 

ÁMy blog: http://soroush.secproject.com/blog/ 
ÁTwitter: @IRSDL 
ÁEmail: IRSDL at Yahoo dot com 

 
 
 

http://soroush.secproject.com/blog/


ÁIntroduction to Form-based File Upload 
ÁFile Upload Vulnerabilities 
ÁProtections and Bypass Methods 
 
Bonus zero days in examples! 

 



 
Based on: http://osvdb.org , Keyword: File Upload 
More info: http://goo.gl/NmxpM  
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1. Direct File system access and RCE 
2. Placing backdoors or making it more vulnerable 
3. Exploiting Local File Inclusion issues 
4. Exploiting server side libraries 
5. Exploiting server side monitoring tools 
6. Uploading phishing pages 
7. Hosting dangerous and/or malicious files 
8. Hosting illegal contents 
9. Denial of Service by consuming the resources 
10. Denial of Service by manipulating the files 
11. Damaging website reputation 
12. ȣ 

 



ÁEasy way to put the files on the server 
ÁIncrease business efficiency  
ÁUses a simple web browser 
ÁSharing photos, videos, files, and so on 
ÁBeing used in most of the modern websites: 
 Social Networks, Mail Systems, Shops, 
 Content Management Systems, Forums, 
 ȣ 

 



ÁThe most common:  

ÁForm-based File Upload in HTML (RFC 1867) 

ÁPost Method 

ÁContent-Type (enctype) = multipart/form-data 

Others: 
ÁPUT HTTP Method 
ÁActiveX 
ÁJava Applets 
Áȣ 
 



<form  method="post" enctype="multipart/form -data" 
action="upload.aspx"> 

File Name: <input  type="file" name="myfile" />  
<input type="submit" value="Upload" /> 
</form>  

 



POST /samples/upload.aspx HTTP/1.1 
Host: www.example.com 
Content-Type: multipart/form -data; boundary=AB12 
Content-Length: 1337 
 
--AB12 
Content-Disposition: form-data; name="myfile"; filename="test.txt " 
Content-Type: text/plain  
 
File Contents ... 
--AB12-- 
 

RFC 1867 
 



Specific Issues: 
ÁImproper or no access control 
ÁArbitrary (Unrestricted) File Upload 
ÁOverwriting critical files 
ÁPath disclosure 
ÁDirectory Traversal 
ÁInsecure Temporary File 
+ Other web application vulnerabilities 
 



ÁGroup A: 
ÁAdmin level access needed (Specific users which 

have been authorised by admin) 

üAuthentication bypass ÖÕÌÎÅÒÁÂÉÌÉÔÉÅÓȣ 

ü#ÌÉÅÎÔ 3ÉÄÅ !ÔÔÁÃËÓȣ #32& ȟ 833 
ÁGroup B: 
ÁNo authentication needed 

ÁNormal user can have access 

üȰAll the options are on the table!ȱ 



ÁExternal module/library, it is safe: Wrong! 
ÁIt is just an editor: Wrong! 
ÁBunch of images are harmless: Wrong! 
ÁIn-house applications are more vulnerable. 
ÁPublished vulns. in public apps: 

 Year OSVDB.org Records 

2012 194 

2011 123 

2010 123 

2009 107 

2008 145 



ÁRestricted File Upload: 

ÁValidation or other protections 

ǐ Can be bypassed? 
ÁUnrestricted/Unprotected file upload: 

ÁYou can upload whatever you want! 

ǐAnd NO access control?  

ǐPiece of cake! 



Based on: http://exploit-db.com ɀ total: 74 items  
More info: http://goo.gl/NmxpM  
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ÁChanging the functionality 
ÁBypassing the protections 
ÁMake the website vulnerable 
ÁDenial of Service! Lame but possible 
ĄFamous sensitive files: 
.htaccess, web.config, crossdomain.xml, 
clientaccesspolicy.xml, global.asa, golbal.asax 



ÁExploit-DB ID: 17644 
FCKeditor (Old Version) Protection bypass by 
uploading a .htaccess file 
Even x_test.gif could run as a php file! 
ÁBetter Exploitation: 
Running a shell inside the .htaccess file 
By ȰEldar Marcussenȱ - 
http://www.justanotherhacker.com 

 



ÁIncluded libraries are not always safe 
ÁFile system and webserver are important 
ÁDifferent method for path disclosure: 
ÁFile/Directory/Symlink already exists 
ÁFilename is too long 
ǐNTFS: 255 characters 

ÁForbidden characters or reserved words 
ǐWinOS: ȰЅІȩȿȡɕ΅ȱ Ͻ #ÏÎÔÒÏÌ #ÈÁÒÁÃÔÅÒÓ 
ǐWinOSȡ #/.ȟ .5,ȟ #/-Χȟ ȣ 

ÁSensitive file system patterns 
ǐ.4&3 !$3ȡ ȰȡΓ)ΩΦȡΓINDEX_ALLOCATIONȱ ÏÒ ȰȡȡΓBITMAPȱ 

ÁPermission Denied 



ÁGleamTech FileVista v4.6: 
5ÐÌÏÁÄÉÎÇ ȰÔÅÓÔȱ ÁÓ Á ÆÉÌÅ ×ÈÅÎ ×Å ÈÁÖÅ Á 
directory with the same name: 



ÁNTFS ADS:  

ÁFolderName::$Index_Allocation 

 Or 

ÁFolderName:$I30:$Index_Allocation 

 

Short Demo: File - YouTube 


