File UploadersVulnerabilities
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About Me —Soroush Dalili sz =

WebApplication Security Researcher since
2006

Finding vulnerabilities in my spare time:

IS SemiColon Problem, IIShortFileScanner, ...

My blog:http://soroush.secproject.com/blog/
Twitter: @IRSDL

Email: IRSDL at Yahoo dot com



http://soroush.secproject.com/blog/
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Topic: Security of File Uploadé%s?“;

Introduction to Formbased FildJpload
File Upload Vulnerabilities
Protections and Bypass Methods

Bonus zero days In examples!
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Reported File Upload Vulnerabilities
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Basedon: hitp://osvdb.org, Keyword: FildJpload
More info: http://goo.gl/NmxpV
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What can hackers do?

Direct Filesystem access andCE
Placing backdoors or making it more vulnerable
oiting Local File Inclusion issues

EXp
EXp
EXp

oiting server sic
oiting server sic

e libraries
e monitoring tools

Uploading phishing

8
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Hosting dangerous and/or malicious files
Hosting illegal contents

Denial of Service by consuming the resources
Denial of Service by manipulating the files
Damaging websiteeputation



Web Based File Upload

Easy wayo put the files on theserver

Increase business efficiency

Uses a simple web browser

Sharing photos, videos, files, and so on

Being used in most of the modern websites:
Social Networks, Mail Systems, Shops,
Content Management Systems, Forums,
8
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Client Side File Upload Methg@}’?{
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The mostcommon:
Form-basedFile Upload ilHTML RFC1867)
Post Method
ContentType(enctype = multipart/form-data
Others:
PUT HTTP Method
ActiveX

Java Applets
8



File Upload — Simple Form

www.example.com/samp X ‘

€« C www.example.com
- File Name: | Choose File ||test txt | Upload
Input File button Selected by the user Normal Submit button

<form method="post" enctype="multipart/form -data"
action="upload.aspx">
File Name: fmput type="file" name="myfile" />

<input type="submit" value="Upload" />
</form>




Simple Form - Client Sends..,/z ~-
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POST/samples/upload.aspx HTTP/1.1

Host: www.example.com

Content-Type: multipart/form -data; boundary=AB12
ContentLength:133

--AB12
Content-Disposition: form-data; name="myfile"; flename="
Content-Type:

FileContents ...
--AB12-

RFC 1867
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Specific Issues:

Improperor no access control
Arbitrary (Unrestricted) Filépload
Overwriting critical files

Path disclosure

Directory Traversal

Insecure Temporary File

+ Other web application vulnerabilities



-

W

Improper Or No Access Contral ~

Group A:

Admin level access needed (Specific users which

have beerauthorisedby admin

AuthenticationbypassOOIl T AOAAEI EOE

#1 EAT O 3EAA | OOAAEO8 #:
Group B:

No authentication needed

Normal user can havaccess
Qull the options are on the talde!
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Real Example: Access Contrgl: ~-

External module/library, it Is safe: Wrong!
It Is just an editor: Wrong!

Bunch of images are harmless: Wrong!
In-house applications are more vulnerable.
Publishedvulns In public apps:

2012 194
2011 123
2010 123
2009 107

2008 145



Restricted File Upload
Validationor otherprotections

Can be bypasséd
Unrestricted/Unprotected filaipload:

You can upload whatevgtouwant!
And NO access control?

Piece of cake! .9¥;




Real Example: Arbitrary

(Unrestricted) File Upload

Vulnerable File Uploaders -

Oct.2011-0Oct.2012
B Unrestricted
B Frotection Bypass

Based onhttp://exploit-db.comz total: 74 items
Moreinfo: http://goo.gl/NmxplV
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Overwriting Sensitive Files ;= =

Changing the functionality

Bypassing the protections

Make the website vulnerable

Denial of Service! Lame but possible
A Famous sensitive files:
htaccessweb.config crossdomain.xml,
clientaccesspolicy.xmfglobal.asagolbal.asax



Real Example: Overwriting

Sensitive Files

ExploitDB ID: 17644
FCKeditor{Old Version) Protection bypass by
uploading ahtaccesdile
Even x_test.gif could run agphpfile!

Better Exploitation:
Running a shell inside thataccesdile
By CEldarMarcussein-
http://www.justanotherhacker.com



Path Disclosure

ncluded libraries are not always safe
~1le system and webserver are important
Different method for path disclosure:

File/DirectorySymlinkalready exists

Filename is too long
NTFS: 255 characters
Forbidden characters or reserved words
WinoSOSIl esde”“ 6 O #11 0011 #EAO
Winos, #/.h .5,h #/-Xh 8
Sensitive file system patterns
. 4&3 | $3 HNDEXJALYOCATOD | SITNAGRDG, I
Permission Denied




Real Example: Path Disclosure.

GleamTecltileVistav4.6.
5PI T AAET C OOAOO6 AO A
directory with the same name:

Access to the path TG testFileVista-
vd G-WebDeploy\FileVista\dpp_Data\TestRootFolderitest is denied.




NTFS ADS:

FolderName:$Index_Allocation
Or

FolderName$I30:3ndex_Allocation

Short Demo:File-YouTube




